iAR2B See 5 © * an* ^ 

Method and System for the Transmission of Service Data 
between Telecommunication Devices 



Technical Field 

5 This invention relates to a method and system for transmitting 

service data between telecommunication devices. The invention relates in 
particular to a method and system for transmission, on the basis of prepaid 
access data, of service data between telecommunication devices. 

Background Art 

10 For transmission of service data between telecommunication 

devices, a service provider must set up and operate a network infrastructure. 
Operating mobile telephones with prepaid fees, i.e. in so-called prepaid mode, 
is known. With this type of operation, which, as a rule, does not require any 
subscription with a particular provider, the provider administers an accounting of 

15 charges which is identified by the calling line identification of the mobile 
telephone and, as a rule, through further identifiers, which are normally 
encrypted. The identifiers are stored at the provider and/or in the chip of the 
SIM card (Subscriber Identity Module), which must be present in the mobile 
telephone for the latter to be able to be operated for telecommunication. Such 

20 additional identifiers are certificates, for example, which confirm the 

authorization of the mobile telephone user, and are checked when establishing 
the connection. If the accounting of charges at the provider is supposed to be 
tracked in real time, then an updating must take place during a telephone call, 
for instance every second, based on the rate valid for the telephone call. This is 

25 in contrast to an accounting of charges in which calls are billed afterwards, and 
therefore the updating of the account of charges has to be carried out only at 
call end, for example. Mobile telephones in the prepaid mode can result in a 
very high technical investment for updating the account of charges. 

Described in the German published patent application DE 100 39 
30 434 A1 is a method for updating a counter of a terminal for accounting of 
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charges. A control device of the service provider sends control commands to a 
data carrier of a terminal, the counter being updated at a particular clock pulse 
by the terminal during a telephone call in accordance with the control 
commands, and the updating of the counter being able to be confirmed to the 
5 service provider. A drawback of this method is that the updating of the counter 
of the terminal is only able to be checked by the service provider through 
corresponding control commands. It is a drawback furthermore that an image 
of the counter (account of the user) must be available for the checking of the 
counter at the service provider. 

Known from the international patent application WO 03/079713 is a 
method of operation of mobile radio terminals in which WIM functionalities 
(Wireless Identification Module) are provided and billed, characterized in that 
the WIM is achieved internally, i.e. in the terminal or respectively in the SIM 
identification module located there. Each signature initiated by the participant is 
thereby counted internally, and, to be precise, back from a starting state, until 
the preset number of signatures is reached. The device is then blocked until a 
another signature count loading. Disadvantageous with this method is that, with 
the exception of blocking and release switches, the processing of the signature, 
i.e. of the digital data of the access rights, does not provide for any data 
processing and only performs a simple counting operation, without checking the 
volume of the digital data to be given a single signature, so that keeping service 
accounts at the provider is still necessary, it being necessary for a connection of 
the MSC (Mobile Switching Center) to the provider to be always established and 
maintained during a telephone call. During this step errors can occur, e.g. as a 
result of transmission interference or malfunction, so that the service accounts 
are able to be falsified. It is a further drawback that no volume-based billing is 
possible. 

Disclosure of Invention 

It is an object of the invention to propose a new method and system 
30 for transmitting service data between telecommunication devices not having the 
above-mentioned drawbacks of the state of the art. In particular, a simple, 
automated and economical method and system should be proposed which, in a 
completely general way, improves the security of the accounting of the service 
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data and also the reliability of the processing of the digital data of the access 
rights, and moreover accelerates them. 

This object is achieved according to the present invention through 
the elements of the independent claims. Further advantageous embodiments 
5 follow moreover from the dependent claims and from the specification. 

These objects are achieved according to the invention in that a 
central module generates prepaid access data, the prepaid access data 
including a first digital key and control data, and the prepaid access data being 
stored in a memory module of the first telecommunication device, the central 

10 module generates a second digital key, assigned to the first digital key, the 
second digital key being stored on one or more control units of the 
telecommunication network, the first telecommunication device determines a 
validity criterion based on control data of the prepaid access data, and encodes 
service data of the first telecommunication device by means of the first key, as 

15 long as the validity criterion is fulfilled, and the first telecommunication device 
transmits encoded service data to the control unit, the control unit checking by 
means of the second digital key that the encoded service data are encoded with 
the first digital key, whereby, upon successful check, the control unit decoding 
the encoded service data, and the control unit transmitting the decoded service 

20 data to the second telecommunication device. The service data can consist of 
digitalized speech signals, for example, or any other data. The solution 
according to the invention has the advantage, among others, that for the billing 
of calls made in prepaid mode of a mobile radio device no accounting of 
charges of a central unit of the service provider has to be updated, in particular 

25 a volume-based billing is enabled, and the service provider remains informed at 
all times about the authorization to make a call. 

In an embodiment variant, the prepaid access data stored in the 
memory module of the first telecommunication device are modified and/or 
deleted during the encoding of service data. This embodiment variant has the 
30 advantage, among others, that calls with a mobile radio device are able to be 
billed according to duration or data quantity, for example. 
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In another embodiment variant, the prepaid access data stored in the 
memory module of the first telecommunication device include a monetary 
amount value, this monetary amount value being modified and/or deleted during 
the encoding of service data. This embodiment variant has the advantage, 
5 among others, that the value of the stored prepaid access data is able to be 
shown to the user in a simple way, or stored prepaid access data are able to be 
transferred between telecommunication devices in a simple way. 

In another embodiment variant, the prepaid access data are stored 
on an SIM module of the first telecommunication device. This embodiment 
10 variant has the advantage, among others, that the prepaid access data are 
storable in a memory area controllable by a service provider, or that prepaid 
access data are easily transferable between telecommunication devices by 
plugging the SIM into a different socket. 

In an embodiment variant, the encoding of the service data includes 
15 a digital encryption und/or digital signature, and the decoding of the service data 
includes a corresponding digital decryption and/or verification of a digital 
signature. Such an embodiment variant has the advantage, among others, that 
widely distributed modules of telecommunication devices and control units for 
the encoding and decoding of service data are usable. 

20 In an embodiment variant, the prepaid access data include an 

authorization for the encoding of a definable quantity of service data, the 
prepaid access data being deleted as soon as the encoding of the definable 
amount of service data has been completed. This embodiment variant has the 
advantage, among others, that prepaid access data are able to be 

25 administrated efficiently on the first telecommunication device. 

In an embodiment variant, a multiplicity of blocks with prepaid access 
data are storable in the memory module of the first telecommunication device. 
This embodiment variant has the advantage, among others, that with failure of 
the validity criterion for the encoding of service data it is possible to switch over 
30 very efficiently to the next block with prepaid access data. 



5 

In an embodiment variant, the control data comprise a multiplicity of 
blocks, the determination of a validity criterion as well as the modification or 
deletion of the corresponding block of control data being feasible for each block. 
This embodiment variant has the advantage, among others, that the first digital 
5 key can be used repeatedly, and the memory requirement for storing the 
prepaid access data can be reduced. 



It should be stated here that, besides the method according to the 
invention, the present invention also relates to a system for carrying out this 
method. Furthermore the invention is not limited to said system and method, 
10 but also relates to a computer program product for achieving the method 
according to the invention. 

Brief Description of Drawings 

Embodiment variants of the present invention will be described in the 
following with reference to examples. The examples of the embodiments are 
15 illustrated by the following attached figures: 

Figure 1 shows schematically a prepaid system of the state of the art. 

Figure 2 illustrates schematically a system for implementing the 
method according to the invention. 

Modes for Carrying out the Invention 

20 Figure 1 illustrates schematically an architecture of the state of the 

art. Shown in this embodiment example is a mobile telephone device 10, into 
which a prepaid SIM card 12 is insertable. The telephone device 10 is able to 
be connected to the mobile radio network 14 via radio. The communication 
network 14 comprises, for example, a GSM (Global System for Mobile 

25 communication) or a UMTS network (Universal Mobile Telephone System), or a 
satellite-based mobile radio network, and/or one or more fixed networks, for 
instance the public switched telephone network, the worldwide Internet or a 
suitable LAN (Local Area Network) or WAN (Wide Area Network). In particular, 
it can also comprise ISDN and XDSL connections. This network, in turn, is in 
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data exchange connection to the MSC (Mobile Switching Center) 16. The 
network and the MSC are structured according to the GSM standard (Global 
System for Mobile Communication). The desired telephone participant, who is 
supposed to be called using the mobile telephone 10, is designated by 18. This 
5 device can be a fixed telephone, a mobile telephone or any desired other 
telecommunication unit (e.g. also a fax). 

A provider 20 (PROV) with a provider database 22 stays in 
connection with the MSC since a corresponding account center has to be 
available for the fees of the prepaid account to be kept. This center is located in 
10 the database 22. The data of the prepaid account in question are stored in the 
database 22, and are updated there upon activation of the participant account. 

The course of establishment of the connection, which also includes 
checking the authorization (signature) and the account monitoring and updating, 
is generally known, and is not be described in detail. 

15 Figure 2 shows schematically the structure of a system according to 

the invention. Elements and components which are the same in Figures 1 and 
2, or are similar to one another, bear the same reference numerals. 



On the SIM card 12 there is an additional memory module 11 for 
storing prepaid access data, such as e.g. DRM data (DRM: Digital Rights 

20 Management), for example in encrypted form, preferably in encrypted digital 
form. The memory module is thereby preferably physically separate from the 
rest of the memory field of the SIM module 12. When loading the SIM card, for 
example, from a loading card set up for this purpose or from a bank credit card, 
the prepaid access data are transmitted, for example, via the provider 20 and 

25 the server 16 to the SIM card 12, are stored there in the memory module 1 1 . At 
the same time at second key, which is assigned to the first digital key as 
described in the following, is stored in a control unit, for instance in a memory 
module 24 of an MSC (Mobile Switching Center). The SIM module grants the 
mobile telephone the right to carry out calls under certain conditions of use (e.g. 

30 destination, duration) using the prepaid access data, i.e. to encode, to encrypt 
or to sign the service data or respectively the call data by means of a first digital 
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key of the prepaid access data. The service data can e.g. be storable (for 
instance SMS (Short Message Service), MMS (Multimedia Message Service), 
MP3 of the Moving Picture Experts Group (MPEG), etc.) and/or not storable, 
such as e.g. a data stream and/or voice data, etc. 

5 When telephoning with the device 10, the sound data and/or service 

data are encoded, i.e. encrypted with the first digital key and/or signed and/or 
otherwise suitably combined, and transmitted to the MSC 16. Checked in the 
MSC 16, by means of a second digital key, is whether the encoded data are 
encoded with the first digital key. If this check is successful, the encoded 

10 service data are then decoded, i.e. decrypted and/or a signature is removed. 
The decoded service data are then transmitted to a second telecommunication 
device, for which the user of the first telecommunication device desires, or has 
set up, the transmission. During the transmission, any fees, which are normally 
a function of several parameters (duration, distance, time of day, type of device 

15 18), are debited from control data of the prepaid access data. When the 
prepaid amount, the data for which are stored in the SIM module, is used up, 
the prepaid access data are cancelled, and the transmission is interrupted, 
possibly following a corresponding warning. The warning data are e.g. also 
stored in the control data of the prepaid access data, and are called up from 

20 there. The memory module of the SIM card can, however, also be configured 
such that a multiplicity of blocks with prepaid access data are storable at the 
same time. In this case, after a first block with prepaid access data has been 
cancelled, a check can be made as to whether a further block with prepaid 
access data is available, such a block being usable for continuation of the 

25 existing call connection. 

Before reloading the data store with prepaid access data, no further 
transmission of service data is possible to other telecommunication devices, or 
only certain limited transmissions (emergency, loading numbers). 

It follows from the above that the invention creates with prepaid 
30 operation a possibility of administering the telephone account directly in the 
mobile telephone and of avoiding the detour via a provider account. It is clear 
to one skilled in the art that the inventive concept and the method based 
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thereon, claimed herein, can also be achieved with other components and 
system units. 



